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PeePDF (PDF Analysis, Forensics, Creation and Modification) :: Tools








PeePDF is a Python tool to explore PDF files in  order to find out if the file can be harmful or not. The aim of this  tool is to provide all the necessary components that a security  researcher could need in a PDF analysis without using 3 or 4 tools to  make all the tasks. With peepdf it's possible to see all the objects in  the document showing the suspicious elements, supports all the most used  filters and encodings, it can parse different versions of a file,  object streams and encrypted files. With the installation of PyV8 and Pylibemu it provides Javascript and shellcode analysis wrappers too. Apart of this it's able to create new PDF files and to modify/obfuscate existent ones. 




The main functionalities of peepdf are the following: 



 Analysis: 



	 Decodings: hexadecimal, octal, name objects 
	 More used filters 
	 References in objects and where an object is referenced 
	 Strings search (including streams) 
	 Physical structure (offsets) 
	 Logical tree structure 
	 Metadata 
	 Modifications between versions (changelog) 
	 Compressed objects (object streams) 
	 Analysis and modification of Javascript (PyV8): unescape, replace, join 
	 Shellcode analysis (Libemu python wrapper, pylibemu) 
	 Variables (set command) 
	 Extraction of old versions of the document 
	 Easy extraction of objects, Javascript code, shellcodes (>, >>, $>, $>>) 
	 Checking hashes on VirusTotal 



 Creation/Modification: 

	 Basic PDF creation 
	 Creation of PDF with Javascript executed wen the document is opened 
	 Creation of object streams to compress objects 
	 Embedded PDFs 
	 Strings and names obfuscation 
	 Malformed PDF output: without endobj, garbage in the header, bad header... 
	 Filters modification 
	 Objects modification 



 Execution modes: 

	 Simple command line execution 
	 Powerful interactive console (colorized or not) 
	 Batch mode 



 TODO: 

	 Embedded PDFs analysis 
	 Improving automatic Javascript analysis 
	 GUI 



Tutorials :: 

PeePDF Installation :: Click Here 

PeePDF Execution :: Click Here

PeePDF Commands ::  Click Here

PDF Forensics and Analysis eBook :: Click Here 









Download ::

Linux | Windows :: peepdf v0.2 (.zip) | peepdf v0.2 (.tar.gz)
 

Source Website :: http://code.google.com/p/peepdf/
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DumpIt (Memory Dumper) :: Tools




    DumpIt  is a fusion of two trusted tools , win32dd and win64dd, combined  into one one executable. DumpIt  is designed to be provided to...







	









USB Write Blocker :: Tools




   USB Write blocker  is an application that will use the windows  registry  to write block USB devices . It is a useful tool  for those who...







	









iScan Online :: Tools




   iScan Online  is the vulnerability scanning solutions for  Computing and Mobility.  iScan Online  delivers its vulnerability  scanning   ...







	









Cloud Cracker (Online WPA/WPA2 and Hash Cracker) :: Tools




     Cloud Cracker  is an online  password cracking service  for penetration testers         and network auditors who need to check the secu...







	









SIPVicious (Auditing SIP Based VoIP System) :: Tools




SVMAP  is a part of a suite of tools called SIPVicious  and it’s my  favorite scanner  of choice It can be used to scan identify and fingerp...







	









FARADAY (Integrated Penetration Testing IDE) :: Framework




   Faraday  introduces a new concept (IPE) Integrated Penetration-Test  Environment  a multiuser Penetration test IDE . Designed for distrib...
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